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=
- OS version: CentOS Linux release 7.5.1804 (Core)

- Apache HTTP version : httpd-2.4.35
Download : https://httpd.apache.org/download.cgi#apache24

o MM (184 102 7|F A|Al/QtHSH A

- modsecurity version : modsecurity-2.9.2

9 Tt

T ALE

Download : https://www.modsecurity.org/download.html

APACHECON

sop

Source Repositories

« General Information

APACHE

HTTP SERVER PROJECT

Downloading the Apache HTTP Server

Use the links below to download the Apache HTTP Server from one of our mirrors. You must verify the integrity of the downloaded
files using signatures downloaded from our main distribution directory

Only current recommended releases are available on the main distribution site and its mirrors. Historical releases, including the 1.3,
2.0 and 2.2 families of releases, are available from the archive download site

Apache httpd for Microsoft Windows is available from a number of third party vendors.
Stable Release - Latest Version

2 5 (released 2018-09-22)

please read these important notes

« Trunk

Documentation

« Version24

Get Involved

- Mailing Lists

it you are the Win32

The currently selected mirror is http://apache.mirror.cdnetworks.com/. If you encounter a problem with this mirror, please select
another mirror. If all mirrors are failing, there are backup mirrors (at the end of the mirrors list) that should be available.

Other mirrors{ http://apache.mirror.cdnetworks.com/ ¥ | Change
You may also consult the complete [ist of mirrors.

Apache HTTP Server 2.4.35 (httpd): 35 is the latest available version

The Apache HTTP Server Project is pleased to announce the release of version 2.4.35 of the Apache HTTP Server ("Apache” and
"httpd"). This version of Apache is our latest GA release of the new generation 2.4 x branch of Apache HTTPD and represents fifteen
years of innovation by the project, and is recommended over all previous releases!

For details, see the Official Announcement and the CHANGES_2 4 and CHANGES_2 4 .35 lists.

« Source arbz2 [ PGP ] [ SH.

« Source argz [ PGP ] [ SHA:

« Binaries

- Qarurity and nffirial natrhas

Trustwave
A Snr‘;(\Je:(Labs

ModSecurity

Open Source Web Application Firewall

roo [ oocomoncion Domes

ModSecurity is an open source, cross-platform web application firewall (WAF)
module. Known as the "Swiss Army Knife" of WAFs, it enables web application
defenders to gain visibility into HTTP(S) traffic and provides a power rules
language and API to implement advanced protections.

Support

ModSecurity Stable (v2.9.2)
Apache/Nginx: download (sha266)
1IS: 32b (sha256) | 64b (sha256)

Pre-Packaged, Binary Installation

The easiest method of installing ModSecurity is to use your existing OS Package Manager application (Yum or Community Repositories
Aptitude) to install it from your default OS Repository.
+ RHEL/CentOS Yum Repository,

Installation - Ubuntu/Debian Jason Litka)
ebian (Alberto Gonzalez

$ sudo apt-get install libapache2-mod-security
$ sudo a2enmod mod-security
$ sudo /etc/ init.d/apache2 force-reload

Gentoo

Installation - Fedora/CentOS

$ sudo yum install mod_security
$ sudo /etc/init.d/htted restart

CHR2E)
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« Apache HTTP &%]|

1. X 4=
- Apache BX| 4 : /Japp/web/apache24

2. Apache install
- LR ZEE B2 Apache IO AZO0|AM Of2fe] HHO(cli) HH
# tar xvf httpd-2.4.35.tar.gz
# cd httpd-2.4.35/
# ./configure --prefix=/app/web/apache24 --with-mpm=worker --enable-mods-shared=all
# make && make install
# cd /app/web/apache24/bin
# ./apachect| -t

O=2=nlp
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3. Apache HTTP 7| & % =2l
# vi ../COﬂf/httpd.COﬂf Thtp://127.0.0.1/ x|+

€ ©/127.001 c =k wAa » =

Mozilla Firefox - o x

) olgq
ServerName {hostname} & 5 It works!

# ./apachectl| start
# ps -ef | grep httpd
# curl 127.0.0.1

[roctﬁcentna bln]# .fapachectl start

[root@centos binl# ps -ef | grep httpd

root 16420 1 8 14:08 00:00:00 /app/web/sapache24/biny ¢ start
daemon 10421 10428 © 14:88 ? 00:00:00 /app/websapache24/biny ¢ start
daemon 10422 10428 0 14:88 ? 00:00:00 /app/websapache24/biny ¢ start
daemon 18423 19420 6 14:08 ? 00:80:00 /app/web/apache24/biny ¢ start

root 10506 2932 0 14:08 pts/0 0O:00:00 grep --color=auto
[root@centos binl# netstat -anp | grep httpd
tcpb 0 B :::80 I LISTEN 10420/

[root@centos bain]l# curl 127.8.08
htm]::bndvzzhl It wana'-,hl--,bndu--,htm1-

(B2 i Hlo - O==NlUp



4. *"Xl 5'4 4loH modsecurity

Open Source Web Application Firewall ’

« ModSecurity 4%|(1/6)

1. 25 2X
_ [} ZC HtS 1l o= 3 F|
# tar xvf modsecurity-2.9.2.tar.gz
# cd modsecurity-2.9.2
# ./configure --with-apxs=/app/web/apache24/bin/apxs
# make &8& make install
# cp modsecurity.conf-recommended /app/web/apache24/conf/modsecurity.conf

# cp unicode.mapping /app/web/apache24/conf/

2. Apache module 2€I
# cd /app/web/apache24/modules
# Is -lart

N SEHEOf| “ModSecurity2.50” soItY F7+Z Ao 2ol

O=2=nlp
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«  ModSecurity 4 %|(2/6)
3. httpd.conf O SiE 2& =7}

# vi /app/web/apache24/conf/httpd.conf

LoadModule security2_module modules/ModSecurity2.so

LoadModule unique_id_module modules/mod_unique_id.so

xg 2ol
# ./apachectl -M | grep security
security2_module (shared)

4. EXM CIQEC Ol M

[rnntﬁcentna bln]#

./apachectl -M | grep security

2_module (shared)

[root@centos bin]#

1.2Hq1mﬁo|aw[}T§E

https://github.com/SpiderLabs/owasp-modsecurity-crs/releases

- 229 H{™ CIREE (OWASP= XAt FIO|Z2|A0|M Eote X&8t7| ¢
S

Rule Set (CRS) ZE2MEE IS

o
I QO H, OWASP TOP10S = &st st EAl Iﬂ%
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ModSecurity 2 X|(3/6)
2. CI22E Ihe 2= oA mhols
# unzip owasp-modsecurity-crs-2.2.9.zip

# mv owasp-modsecurity-crs-2.2.9 modsecurity-crs

# mv modsecurity-crs /app/web/apache24/conf/

# cd /app/web/apache24/conf/modsecurity-crs

AL T
(B4 YN ABHORRE B S8 TRIUS BHT| I3 YNl BHR FHo| T

# cp modsecurity_crs_10_setup.confexample modsecurity_crs_10_setup.conf
# forfin Is base_rules/'; do In—s /app/neby/apache24/conf/modsecurityas/base rules/$factivated rules/$f; done

ot

)

# In -s /app/nveb/apache24/conf/modsecurity-ars/modsecurity_ars 10_setup.conf activated_rules/modsecunty_crs 10_setup.conf

B =
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# vi modsecurity_crs_10_setup.conf
otziel &M =7t S

ecRuleEngine On

SecAuditEngine On

SecAuditLog /app/web/apache24/logs/modsec_audit.log
SecAuditLogParts ABCFHZ

SecDataDir /tmp

e

SecDefaultAction "
SecDefaultAction "

+HY
SecDefaultAction

#

SecRuleEngine On
SecAuditEngine On _
SechuditLog /fapp/web/apache24/logs/modsec_audit.log

SecAuditlLogParts ABCFHZ

SecDataDir /tmp

phase:1,deny,log"
phase:2,deny,log”

"phase:1,deny,log,auditlog”
SecDefaultAction "

phase:2,deny,log,auditlog”

#
#SecDefaultAction "phase:1,deny,log"
#SecDefaultAction "phase:2,deny,log"

SecDefaultAction "phase:1,deny,log,auditlog"™
SecDefaultAction "phase:2,deny,log,auditlog"™

-13-
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ModSecurity 2 X|(5/6)
# vi /app/web/apache24/conf/httpd.conf
o of2H 2 L of 7}
Include conf/modsecurity-crs/activated_rules/*.conf
# cd /app/web/apache24/bin
# ./apachect] —t

[ root@centos confl# cd ../bin
[root@centos banl# ./apachectl -t

Syntax 0K _
[root@centos binl# |

M7|s

[root@centos bin]# .fapachectl stop
[root@centos binl# ./apachectl start
[root@centos binl# ps -ef | grep httpd

root 3855 1 0 14:23 90:00:00 /app/web/apache24/biny
daemon 3856 3855 B 14:23 90:00:00 /app/web/apache24/biny

daemon 3857 36 B 14:23 3 30:00:00 /app/web/apache24/biny
daemon 3858 36 B 14:23 3 00:00:00 /app/web/apache24/bin/
root 3141 B 14:23 pts/C 90:00:80 grep --color=auto

modsecurity

Open Source Web Application Firewall

4

[root@centos bln 1# I

BS = T
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~ 5L0 [root@centos logsl# pwd
21 =9 /app/web/apache24/logs
[root@centos logsl# 1s

# cd /a web/apache24/loas access_log error_log httpd.pid modsec_audit.log
/app/ /ap /109 [root@centos logsl#

[root@centos logsl# cat modsec audit.log

--3debccl5-A--

[15/0ct/2018:14:34:44 +0900] WSQmOBejwlmDcjVfe29prgAAAES 192.165.56.101 60684 102.163.56.101 80
--3debccl5-B--

GET /f?g="==script=alert(l)</script= HTTP/1.1

User-Agent: curl/7.29.8

Host: 192.168.56.101

E :-::‘If:-c

HTTP/1.1 200 0K

Last-Modified: Mon, 11 Jun 268687 18:53:14 GMT
ETag: "2d-432a5eda73as0"

Accept-Ranges: bytes

Content-Length: 45

Content-Type: text/html

--3debccl5-H--

Stopwatch: 153952816841894032 2138 (- - -)

Stopwatch2: 15395816841894083 2138; combined=342, pl1=3408, p2=0, p3=0, p4=8, p5=2, sr=32, sw=8, 1=8, gc=0
Producer: ModSecurity for Apaches2.9.2 (http://www.modsecurity.org/); OWASP_CRS/2.2.9.

Server: Apache/2.4.35 (Unix)

Engine-Mode: "ENABLED"

[15/0ct/2018:14:35:00 +0988] WBQnBE71vmPgSwlDIpRPcAAAAIA 192 .162.56.101 60686 192.163.56.1081 20
--3debccl15-B--

GET /?g="==script=alert(l)</script= HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.56.101

o :-c‘l.’:-c
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5. 7270

5.1 ModSecurity T27|5(1/2)
B
- ModSecurityQ| FR7|52HTTPS| EAE 2+80|L} Buffer overflow 52| 34, | FAXS
O| &%t SQL Injection / php injection 2| &4 drop & F U= 7|52 MIstH, 2% =
=Moo ES Hde = s ofmiX| 22 YEY

218 24010 32HE| L YEHS

Q¥ (request) ZHEY 7|&
- =2Ci0|YEEREH & Q¥F0| S0 W, AMH E= CHE 2=50] M2[5H7] 0 ModSecurity 7t

/8 UE= &40 ZHE N

22| EX| 7= 7S
4% xl-EI-, § l///n, IIW/II' ”-”, "9 00" % _cl)_§|
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5.1 ModSecurity T27|5(2/2)

4

. HTTP Z2EZ 0[3)
- A0l HTTP ZEEZ2 O[4li5tY| =0 MEXo|n ot HHE = o
« POST L|0| £ E(payload) &4
- GET 24| B0HOILIZ}POST HAEE ALBS|M HAEl= HHAT J12A0] 24715

o ZAFE

oy

- POSTE E50) ZE Q0| BE MMS RESTIA 53 242 N 22

- ModSecurityO| A XtEH 7|52 H|2dst A7l =

-« HTTPS ZHEZ

2
A
rlo

A0 FHICIE = 7| Y20 S22t ot 20| 2 HIO[H0| HZot0] HTTPSE &t &2
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b

ME
m
o
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6.1 7|= 7|5 2’8 A X|AXH(1/6)

ModSecurity.conf 4 Ha|

1. SecRuleEngine On | Off | DetectionOnly

ModSecurity 7| s &/d3}(enable)

On : ModSecurity 7| &33t

Off : ModSecurity 7| H|Z-d3}

DetectionOnly : 24 3}= SHX|TF K}E

)

SIX| QT

o

2. SecAuditEngine On | Off | RelevantOnly
dAF 240 EH@ *E“S =

off : 2= E?_Hﬁl*._" 2 U5 =
DetectionOnly : Error EE=, Warning 2| E
DEQF gX[5t= EUMEI =24

— 71 = =

El
[

N

o

b

got

modsecurity

Open Source Web Application Firewall ’

ENM, 12|10 SecAuditLogRelevantStatusOfl 2| =l & EN

B0 -
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6.1 7|= 7|5 2’8 A X| M XH(2/6)

3. SecAuditLog logs/modsec_audit.log
AP 20 oo 4= Zo

0fl) SecAuditLog /usr/local/apache2/logs/modsec_audit.log

4. SecAuditLogParts

20 oo 7|52 g5 Ho| o) SecAuditLogParts ABCFHZ
)

audit log header (2=

request header

request body(request body7t ZX{5t1 modsecurity?} request bodyE HAISIEE HHE|0] QU= ZER0Th
2J/3E, response header?| S7H(TAX X[ & 2t &)

response body &7t THA(R XN modsecurityZt response bodyES ZASHH ZALZ22Z AZI0| O]
MESIAE 2850 A= E202h

M|

Z|E response header(OFX[2} ZHEIX M E 0EHO| A OFIEX[Of 2|l O =7t &|= ERL} A H
S5 X2l

i 1 - O==Nlp
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1. 7I= 715 2%8 A X|A|XK3/6)

-
= AKX response body (A X|& 9t
- ZIAHED EYYY

= O] SN2 CE UMIS= &M, multipart/form-data QA2 E 0| AFEEAS M E KNPt ZE F2
Cet &2 HIo|H 7|5
= HEE multipart/form-data Q13 Y2 AMESH= DY FZE0| CHet EE Zotat If [ut7t US

m
= 219 & o[O] (2)

5. SecAuditLogRelevantStatus REGEX
ZAF 249 St 2HH =l response MEff ZEQ| 7f A7
= 070l = ads S0

0l) SecAuditLogRelevantStatus ~[45]

(B2 - O==nNUp
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modsecurity

Open Source Web Application Firewall ’

6. SecAuditLogType Serial | Concurrent ZAt 224 7ZXE9O| EtY MH

H
« Serial - RE 21 09l 2ATAG MY, YAINOR BT & UK/ 5Lt THU0RH 7|SE)
h2o) =2 X & U

= T A+

» Concurrent - 27} Zf EAME H2 LE50 H&

O| &hAl2 202 A2 ModSecurity Console host2 2 & [ A= EhA

7. SecDefaultAction "log, auditlog, deny, status:403, phase:2, t:lowercase”
] §O| EIHXIE|D=| 7|EI—I og *l St SH = I—IOl

= E0| EY HME CHst 7| ES ML} CHE SecDefaultActionO] M| E|O{ QK| LCHH & X

XIS &l SecDefaultAction2| A% S

= P9 0l& 20| o ERE M XEstH 238 7|41, 403 JEYEE HO|H 0| X| & E0{=H TET
tHA= 2" 0|H, 7| =M 2B | EXt= B A2AtE HHY O] 2HE &

po . Or=nNUP
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6.1 7|= 7|5 2’8 A X|AMXH(5/6)

8. SecRequestBodyAccess On | Off
Request 240 A Body £&0i| Ciet MHe| O{EA & AKX F+d
= On: RequestBody &2 Al
= Off : RequestBody & A= E K| %S
O] X|A|X}= Request ZtOIA{S] POST PAYLOAD At I o
POST#( 2 ZE{E S| 2|5 M= phase:22F REQUESET_BODY H==/2#|0| M, 37}X|7} 2%
Td E[OfOFEF M 2|7} 75

9. SecReponseBodyAccess On | Off
Response #f0llAl Body 220 CHSH X2 O{EA
= On: ResponseBody B A= (ALt MIME EFQF Y X[ OFTH 2
= Off : ResponseBody Al = SHX| %S
Of X[A[XI= html SEE Z=ASH| flof 228

"ohase:4"2| X 2| THA 2L RESPONSE_BODY H=/Z2A|0|M, 37tX| 7t A7HE|O JUX| A H,

response bodyE AAIE 4= Q&

@5 , 4 O==Nlp
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6.1 7|= 7|5 2’8 A X| M| X}(6/6)

10. SecResponseBodyLimit
ModSecurity?} Response Body 37| 2 & &g = &= M 22| X 37|
= SecRequestBodyLimit 524228 O| %{= EO0{7IH MH = 500 LiF MH F HA|X|TF HA|

11. SecReponseBodyMimeType mime/type
Response %f0| A Body a2 HHE S MIME Ef A3

= SecResponseBodyMimeType text/plain text/html // 7|24 Mime EI® 2 S+2 F7}

12. SecReponseBodyMimeTypesClear
ResponseBody2| HIHZ 2|3 Mime EtRS| =& X[RH, X 20| f/X|
» SecResponseBodyMimeType

4

(B2 v -25- O==NlUp
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9’
6.2 75 M U =2 6|H|(1/6) "

ModSecurity M-8 =9l

# curl --head 192.168.56.101

[root@centos logsl# curl --head 192.165.56.101
HTTP/1.1 483 Forbidden
Nate: Mon 15 0Oct 2078 AS-52-51 GMT

Server: Apache/2.4.35 (Unix) _
Content-Type: text/htmlL; charset=1s50-8859-1

# vi /app/web/apache24/conf/modsecurity-crs/modsecurity_crs_10_setup.conf
SecServerSignature "modsecurity_test” 37}

SecRuleEngine On

SecAuditEngine On

SecAuditlLog fapp/web/apache24/logs/modsec_audit.log
SecAuditlLogParts ABCFHZ

SecDataDir /tmp

SecServerSignature "modsecurity test"

_omHA| Kj7|E
# curl --head 192.168.56.101 (Apache 7} Otl modsecurity_test 7t &2 &|H HAh

[root@centos binl# curl --head 192 .162.5E
HTTP/1.1 4082 Forbidden

Nata: Man 15 Nct 20702 A6-05:39 GMT

server: modsecurity test
LONTenT- 1ype: texty/ntml; charset=1so0-8859-1

(B2 v -26- O==NlUp



6. 20§ K| modsecurity

Open Source Web Application Firewall : ’
6.2 7| Ed A &80 (2/6)

« ModSecurity HIAEE f|8t XSS 34 HAE
# curl 'http://192.168.56.101/?q="> <script>alert(1) </script>’

[root@centos binl# curl *http://192.168.56.101/?2g="><script=alert(1)</script>"
p- = P P

<html><body><hl=It works!</hl=</body></html>

O di— L

ModSecurity 7} a8 o= MZE|RULCHH 403 Forbidden S EO| HA
(Apache & HEHOH °fo| X 2l 55175;(XSSJ—7=')E ModSecurity 7t Xt¢h

[root@centos binl# curl 'http://1 3.56.101/?2q="><script>alert(1l)</script>"
<!DOCTYPE HTML PUBLIC " //IETF//DTD HTML 2.0//EN">

<html><head>

<ti1tle>403 Forbidden</titlex>

</head><body>

<hl=>Forbidden</h1>

<p>You don't have permission to access /
on this server.<br /=

</p=

</body=</html=

[root@centos binl#

[root@centos binl# §

@5 e -27- O==NUpm
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6. 2HE0|H| modsecurity

Open Source Web Application Firewall

6.2 7|5 Hd 3 2E 0lHI(3/6)

«  ModSecurity ruleE E%t ip 0f|2|X 2|
M8 2 @ MHE TY7|S5tH 7|2 1f0|X| 7t 403 0|2 ZEZ EO|A &
A

= H4HO MAE AT

Forbidden

You don't have permission to access / on this server.
U A 218 S5 OfH 22 S84 Forbidden O] LABH=X| &l

-84ff4642-H--
Message: with code 403 (phase 2). Pattern match "~[\\d.:]+$" at REQUEST_HEADERS:Host. [file "/a
pp/web/apache24/conf/modsecurity-crs/activated _rules/modsecurity crs_21 protocol_anomalies.conf"] [line "g3"]
[1d "960017"] [rev "2"] [msg "Host header 1s a numeric IP address"] [data "192 36.101"] [severity "WARNI
NG"] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_HOST"] [tag
"WASCTC/WASC-21"]1 [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [tag "http://technet.microsoft.com/en-us/magazin
e/20085.01.hackerbasher.aspx"]
Apache-Error: [file "apache2_util.c"] [line 271] [level 3] [client 192.168.56.1] ModSecurity: W
ith code 4832 (phase 2). Pattern match "~[\\\\\\\\d.:]+5" at REQUEST HEADERS:Host. [file "/app/web/apachez4/co
nf/modsecurity-crs/activated_rules/modsecuri rs zl_prutucc] anomalies.conf"] [line "g98"] [1d "g968817"] [re
v "2"] [msg "Host header 1s a numeric IP address"] [data "192.163.56.101"] [severity "WARNING"] [ver "OWASP
R$/2.2.9"] [maturity "9*] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_HOST"] [tag "WASCTC/WASC 21°T
[tag "OWASP_TOP_18/ a7"] [tag “PII,D 5.18"] [tag "http://technet.microsoft.com/en-us/magazine/2005.01.hackerba
sher.aspx"] [huatname "192 56 '“'“] [uri "sfavicon.ico"] [unique 1d "W8QzZd5vSLUHtESXuwwkXAAAAA4"]
Action: Intercepted (phase z]
Stopwatch: 1539584869757725 1418 (- - -)
Stopwatch2: 1539584869757725 1410; combined=648, pl=561, p2=54, p3=0, p4=0, p5= 5 2, sw=0, 1=8, gc=0
Producer: ModSecurity for Apaches2.9.2 (http://www.modsecurity.org/); OWASP_CRS/2.2.9.
Server: Apaches2.4.35 (Unix)
Engine-Mode: "ENABLED"
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ModSecurity ruleE St ip 0f|2|*2] 2%
HtEEl= 2 QIS 2™ “ID 960017 =0
SIS ID= MMA 2l modsecurity ™HOM HAAMHA & = AS

( It 2 H : modsecurity_crs_21_protocol_anomalies.conf, ID : 960017 )

--8AT 14642 -H- -

Message: with code 403 (phase 2). Pattern match "~[\\d.:]1+%" at REQUEST HEADERS:Host. [file "/a

pp/web/apache24/conf/modsecurity-crs/activated_rules/modsecurity_crs_21 _protocel_anomalies.conf"] [line "98"]
[1d "968017"]1 [rev "2"] [msg "Host header is a numeric IP address"] [data "192.168.56.101"] [severity "WARNI

MG"] [ver "OWASP_CRS/2.2. g"] [maturltv mgn] [accuracy mgn] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_| HUBT”] [tag

"WASCTC/WASC-21"] [tag "OWASP TOP_1@/A7"] [tag "PCI/6.5.18"] [tag "http://technet.microsoft.com/en-us/magazin

e/2005.01.hackerbasher.aspx"]

Apache-Error: [file ”apachez util.c"] [1ine 271] [level 2] [client 192.168.56.1] ModSecurity: W

ith code 483 (phase 2). wWAWhd.:]+%" at REQUEST HEADERS:Host. [file "/app/websapache24/co

nffmadsecurity—crsfactiuated_rulea;mudaecurlt crs_21 protocol_anomalies.conf"] [line "92"] [id "960017"] [re

v "2"] [msg "Host header is a numeric IP address"] [data "192 56.181"] [Heverltv “UARNING“] [ver "OWASP_C

RG/2.2.9"] [maturity "9"] [accuracv "g"] [tag "OWASP_CRS/PROTOC CTC/WASC-21"]
[tag "OWASP_TOP_18/ A7 ] [tag "PCI/6.5.18"] [tag "http://technet.microsoft.com/en- UH,maga 1ne,zDDE 81.hackerba
sher.aspx"] [hcatname "192 Lfi 56 L};“] [uri "/favicon.ico"] [unique 1d "W3QzZd5vSLuHtESXuwwkXAAAAA4"]
Action: Intercepted (phase 2)

Stopwatch: 69757725 1410 (- - -)

Stopwatch2: l“ “4959;_?;z“ 1410; combined=648, pl=561, p2=54, p3=0, p4=0,

Producer: Mndbecurltu for Apache,z 9.2 (http://www. mndaecurltv org/); OWASP_|

Server: Apache/2.4. (Unix)

Engine-Mode: “EHQELED“
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6.2 7Is Hd AU & 0l (5/6)

ModSecurity ruleg &%t 01|2|7C-| =]
- (BI0|EEB|AE) 2O E S8 =0l 3t D Y

#Vi /app/web/apache24/conf/modsecaurity-as/activated _rules/modsecurnty as 21_protocol_anomaliesconf

SecRuleRemoveById 960017

" SecRuleRemoveByld 960017 “

- O}IHX| X{7|5 = 127.00.1 Z& 43 (3}0|EZ|AE X&)

It works!

O=2=nlp



6. Z20{x

6.2 7| HH U &

0f| Xl (6/6)

B :
modsecurity

Open Source Web Application Firewall

-

7|Et 24 28

= N2 ZHE 5 X O 235t A Ol OF5F EMEH2
13p LHooﬂkl —|oE._I base_rules EE|E %I'l_l H il 7|%—|—E A|'OE T MR I:|'o°|_ EJ\IEX-”O
E= ' inect 710 740 DAL KK
0f| £ =0 modseaurity_ars 41_sql injection attacksconf 22 Z<0{l=SQL Injection & 23S KH&Hst
—t
Al I = |. (o =13 | = |.E

(DBO{| CHoF ALA||, 227} S2IA| =& AFEh
’ -\,
: Example Payloads Detected: | 1 modsecurity_35_bad_robots data 2KB
$ OR 1% | 1 modsecurity_35_scanners.data KB
Aol [] modsecurity_40_generic_attacks.data i} 4KB
# DROP/*comment*/sampletable [ ] modsecurity_50_outbound.data o} 3KB
# DR/**/OF/*bypasa blacklisting*/sampletable 5 - o) s
# SELECT/*avoid-spaces*/paasword/**/FROM/**/Members I | modsecurity_S0_outbound_malware.data : SEKB
: 5’:.’_-‘:3?-’ ;’32332 AR D L o |] modsecurity_crs_20_protocol_violations.... I 23KB
# % or 1=1-- - [ ] modsecurity_crs_21_protocol_anomalies.... I} 7KB
: i f::/\xc) ﬂ modsecurity_crs_23_request_limits.conf o 4KB
: 1="1'5§!;- = A [7] modsecurity_crs_30_http_policy.conf TKB

' /*1500000z*/1l="'1
$ 0 ferors/1=11 [] modsecurity_crs_35_bad_robots.conf 6KB
# o/**/union/*15000082lect*/table name foo /**/ FFy = : YOKB
) 20
$ [ medsecurity_crs_41_sql_injection_attack... 43KB
SecRule REQUEST COOKIES|!REQUEST COOKIES:/ utm/|REQUEST COOKIES NAMES|ARGE
E— = Hee = e — = ' | | modsecurity_crs_41_xss_attacks.conf Q5Ke
; [7] modsecurity_crs_a2_tight_security.conf 2KB
$# -=[ SQL Hex Evasion Methods ]=- D mOdSeCU”ty_CfS_AS_VOjanS conf 4KB
# I 3
SecRule REQUEST_COOKIES]!REQUEST COOKIES:/_ utm/|REQUEST COOKIES_NAMES|ARGE U modsecurity_crs_47_common_exception... K8
|1 modsecurity_crs_48_local_exceptions.co... 3KB

' [ ] modsecurity_crs_49_inbound_blocking.c... 2KB
: -=[ String Termination/Statement Ending Injection Testing ]=- l_] modsecurity_crs,SO,outbound.conf 22KB
# Identifies common initial SQLi probing requests where attackers insert/ap [ ] modsecurity_crs_59_ocutbound_blocking.... 2KB
$ Te Tex h ormal vicad ¢ o ¥ he /db s x i
: quo charac s to the existing normal payloa: o see how t app Te ‘ \I mOdSéCUI'Ity_CI’S_SO_COl’l’elBthﬂ.COﬂf KR
SecRule REQUEST_COCKIES|!REQUEST COORIES:/_ utm/|REQUEST_COORIES_NAMES|ARGS

T R
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ofmtX| 2.0 2fo|MAZ B22i0l7tQ?

Q Apache Software Foundation(ASF)0f| 2|3 ZHS0{X|= 2ZEQ0{0] &=License i

Ct. ASFO|A| BHSO0IX| & AZEQ & 25 S7HSW Apache License V2.00| MEE/L|LC}

10 d
AADEO| CfSH AHE HISS XIZOHR| RO0, % T2 0| Cfeh AARE0| FHE

LS — T o —

TSR] Q7] 20 A4-&Swoll FH$H AFE0| 7hs gL Ct.

ModSecurity 2| &EO0| £317tR2?

ModSecurity 2= A=
Moz Xtteh = U= # Yo LT} OfmbX| 2l A1H'| il Of'—l Ef Nginx,
OO A=EAZE |IS & Ol & AMHO| = iahczlOl 7h& gLt

oM vty 22| Ed M AL, ¥ MH|[A9 sAS =it
o HIS

=
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80f =L
WAF Web Application Firewall, WAF (& 2f o)

Apache Httpd

CentOS

CLI

OWASP

CRS

Apache MEHOAM 2HE & MEH2M &2 0[F0| apache httpdO|7| =0
Ct=O 2 apache, httpd2tl FE7|k 5tH, 220 A= httpd 2t &

The Community Enterprise Operating System

Command Line Interface Z|EEE HHO|E Q&HSH= HhAl)

The Open Web Application Security Project L EZAA ¢l OfE2|AH0|M £t
m2dE

22 X & : OWASP ModSecurity Core Rule Set - &
Commercial Rules from Trustwave SpiderLabs - 7 &
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